The Hindu, 11th July, 2013

	[image: image1.jpg]Cyber security plan to cover
military, govt. and business assets

NEW
SHIELD

Shalini Singh

NEW DELHI: The Indian gov-
ernment’s Cyber Security
Policy — to be unveiled on
Tuesday — will have a wide
reach, with a National No-
dal Agency being set up
which will cover and coor-
dinate security for all stra-
tegic, military,
government and business
assets.

This is distinctive, since,
so far, national security re-
gimes have been divided
among the Ministry of De-
fence (for securing India’s
borders) and the Ministry

of Home Affairs (for na-

tional and internal securi-
ty across States).

The policy, however,
plans to “create hational
and sectoral level 24x7
mechanisms for obtaining

strategic information re-
garding threats to ICT in-
frastructure, creating
scenarios for response,
resolution and crisis man-
agement through effective,
predictive, preventive,
proactive response and re-
covery actions”,

Speaking to The Hindu,
Telecom Minister Kapil
Sibal said, “Cyber security
is critical for economic se-
curity and any failure to
ensure cyber security will
lead to economic
destabilisation.”

The second defining as-
pect of the policy is the lev-
el at which it envisages
public-private partnership
to protect national assets.

There is a clear recog-
nition in the policy that,
apart from India’s I'T, tech-
nology and telecommuni-
cations  services, large
parts of financial & bank-
ing services, airline &
transportation  services,
energy and healthcare as-
sets are not only owned by

the private sector but, in
fact, remain vulnerable to
cyber-attacks, both from
state and non-state actors.
India already has 800 mil-
lion active mobile sub-
scribers and 160 million
other Internet users of
which nearly half are on
social media. India targets
600 million broadband
connections and 100% te-
ledensity by 2020. Inter-
net traffic in India will
grow nine-fold by 2015
topping out at 13.2 exa-
bytes in 2015, up from 1.6
exabytes in 2010,

The ICT sector has
grown at an annual com-
pounded rate of 33% over
the last decade and the
contribution of IT and
ITeS industry to GDP in-
creased from 5.2% in
2006-7 to 6.4% in 2010-11,
according to an IDSA task
force report of 2012.

The policy lays out 14
objectives which include
creation of a 5,00,000-
strong professional, skilled

workforce over the next
five years through “capac-
ity building, skill develop~
ment and training”. The
document identifies eight
different strategies for
“creating a seeure cyber
eco-system” including a
designated “national nodal
agency fo coordinate all
matters related to cyber
security”. The policy dis-
cusses the need for “cre-
ating an assurance
framework” apart from en-
couraging open standards
to “facilitate inter-opera-
bility and data exchange
amongst different prod-
ucts or services”,

There is in place a plan
to operate and strengthen
the national Computer
Emergency Response
Team (CERT-IN) to oper-
ate 24x7 and to act as a
nodal agency for all efforts
for cyber security, emer-
gency response and crisis
management, as an um-
brella agency over CERTS.
(Continued on Page 10)
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_ Oneof the key ob;ecttves .
for the government is to se-
clre: e-govemance services

whiere it is already imple-

Several other key servi

_ menting several nationwide wﬂl

ns inchi the “e-Bhia-

.and

and private sector. - The

NCIIPC will mandate ase-

curity audit of CIf apart
from the certification of all
security roles of chief seeu-
rity officers and others in-
volved in operahonahsmg

the €11

- The policy will be oper-
atmnahsed by way of guide-

firies and Plans of Acvion,
notified at national secto-
tal state, ministry, depart-
ment and enterprise levels:
Its adoption will be pri-

oritized to address  the

niost critical areas in the
first instance: -

- While there is a recog-
nition of the importance of

plan to cover strateqlc,
usiness assets

bilateral ‘and multilateral
relationships, the policy
does not clearly identify In-

_dia’s position vis-a vis the
_Budapest Convention even

though government delega-

tions have attended meet-

ings in TLondon and
Budapest on related issues
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